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Abstract
The amount of software in many systems increases exponentially. This increase
impacts the reliability of these systems. In the source code of software many
hidden faults are present. These hidden faults can transform into errors during
the system life cycle, due to changes in the system itself or in the context of the
system.

We will discuss the current trends and potential directions for future solutions of
an increasing reliability problem.
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Embedded Systems Institute (ESI)

Mission

To advance industrial innovation and academic excellence in


embedded systems engineering (ESE).

Vision


ESI and its partners create and apply world-class ESE methods.


7 Founders:
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Universities (Twente, Delft, Eindhoven)

Knowledge Institutes (TNO)
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ESI Research Agenda

Embedded Systems Engineering
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Gaudi Systems Architecting
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Trends in Embedded Systems
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Increased Team Size
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Number of Faults Propertional With Code Size
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The Hard Reset Syndrome: Power Down Needed!

Hard Reset Required:


Cell Phone


Television


PC


Beamer


Car


Coffee Machine


DVD player


Airbus


Pilot announces a flight delay,

due to computer problems.


A complete reset is required.

The flight entertainment system


also show a reset:

a complete Linux boot.


This reboot hangs:

server xxx not found
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How to Make SW Intensive Systems Reliable
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reliable consumer electronics products


Research
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 Philips Semiconductors
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 Philips CE, 
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, and Research
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Timeline:
 9/2004 
–
9/2008, 22 
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Overview


Poor reliability has severe business impact


Industrial Relevance


•
 Customer expectation of TV reliability is high

–
 Little tolerance for technical problems
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 100% fault
-
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reliability problems occur


–
 Low product margin leaves no buffer for service costs 

–
 Service center costs multiplied by number of complaints
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User Perceived Reliability
Trader Domain Trends 
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TV complexity increase follows the PC world


from
 “
Display movies
 over antenna
 ”

to
 “
Display anything  
 over everything
 ”
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Cameras, JPEG, flash 

cards, HDD, MP3, Web 

browser, Ethernet, USB, 
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…
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•
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–
 Determine the user
 -
perceived severity of a product failure mode


•
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Increasing Code Size in Televisions
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Research: System Awareness to Improve Reliability
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Research: Code Analysis to Improve Reliability

Expose product weaknesses at design time


•
 Source code analysis

–
 Identify hotspots in


code

–
 Consider impact to 


user
-
visible behavior: 

prioritize warnings


•
 Software architecture reliability analysis
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 Techniques to identify failure
-
prone components
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 Evaluation of architectural alternatives and trade
-
offs
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Quality Degradation Caused by Shit Propagation
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Example of Shit Propagation

Class Old:

    capacity = startCapacity

    values = int(capacity)

    size = 0


    def insert(val):

        values[size]=val

        size+=1

        if size>capacity:

            capacity*=2

            relocate(values,

                    capacity)


Class New:

    capacity = 1

    values = int(capacity)

    size = 0


    def insert(val):

        values[size]=val

        size+=1

        capacity+=1

        relocate(values,

                    capacity)


Class DoubleNew:

    capacity = 1

    values = int(capacity)

    size = 0


    def insert(val):

        values[size]=val

        size+=1

        capacity+=1

        relocate(values,

                    capacity)

    def insertBlock(v,len):

        for i=1 to len:

            insert(v[i])


copy

paste


copy

paste
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Example Tangram Project

Integration & Test
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Challenge: Exponential Increase
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Research: Test Strategy
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Balancing functionality, quality and time/cost

(over 20 % reduction of integration & test time)


Dynamic
simulation of integration & test approach:

1.
 Create model (modules, interfaces, faults, tests)

2.
 Execute model at any time

3.
 Balancing based on  time, cost and remaining risk.
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Example Ideals Project
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Example Boderc Project
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Boderc Goal

A specific methodology


to predict


system performance
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and analyze,

discuss, document,
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Shared Understanding by Modeling
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Many Models Needed to Understand System
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Coverage of Reliability by ESI Projects
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Applications depend on chain of systems
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Interoperability: systems get connected at all levels
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Multi dimensional interoperability
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Interopearbility Trends and Research Challenges

trends


market dynamics
 globalization

hype waves

Moore's law


reliability
 complexity

heterogeneity


dynamics

#engineers involved


interoperability
 emerging behavior

future vs legacy


heterogeneous vendors

dynamics (continually changing)


(partial) solutions


standards
 economical interests

latency due to slow process


most fundamental solution


design patterns
 in system feedback

human-in-the-loop feedback


semantic understanding

containment


gateway

....


new research challenges!


Reliability of Software Intensive Systems
36 Gerrit Muller

version: 0.2
February 10, 2011

RSISinteroperability



Conclusion

ty
pi

ca
l a

m
ou

nt
 o

f

er

ro
rs

 
 p
er

 p
ro

du
ct




reduce impact of

hidden faults


on system reliability


1000

10Mloc


100

1 Mloc


10

100 kloc


m
an

ye
ar

s 
an

d 
LO

C



(li
ne

s 
of

 c
od

e)

 

pe
r p

ro
du

ct



1990
 1995
 2000
 2005


1000


10k


Based on average

3 errors/kloc


less code


less errors/kloc


Reliability of Software Intensive Systems
37 Gerrit Muller

version: 0.2
February 10, 2011

RSISconclusion


